This paper suggests a framework that can be used to identify the security requirements for a specific electronic commerce environment. The first step is to identify all the security requirements applicable to this environment. Next, all participants need to be identified. This is following by breaking down the transactions to different autonomous actions. These actions are then mapped onto the participants involved, which serve as a model for the electronic commerce environment. This information is then used to identify the security requirements for a secure electronic commerce environment. The security requirements, in turn, are then used to develop the security architecture, consisting of appropriate security procedures and mechanisms, and the security policy.
Introduction
It is clear from many electronic commerce surveys that information security is the number one concern for both merchants and clients [ERNS99] . Despite this fact, electronic commerce is growing with leaps and bounds and every day sees more and more virtual organizations sprouting. Current literature suggest a five stage approach to establishing an electronic commerce environment consisting of the following [ERNS98] :
Figure 1 -Stages in electronic commerce
This paper focuses on the second stage of this approach, namely risk analysis, and suggest a framework that can be applied to an electronic commerce environment to deliver a set of security requirements suited to it. Following is a brief discussion on the different approaches to risk analysis.
Current risk analysis practices
There are two different ways to approach risk analysis in an electronic commerce environment. The first is through the use of conventional risk analysis methodologies such as CRAMM [CENT96] or Marion2000 [BUCS98] . The second is through using an international security standard and by measuring how well the environment compares to it.
Following, a brief discussion on both of these.
Conventional risk analysis methodologies
Most conventional risk analysis methodologies are based on three security requirements namely confidentiality, integrity and availability. This has been an networks, some addition security requirements were identified. These new security requirements were grouped together in which became known as security standards.
Security standards
One of the better-known international security standards is ISO 7849-4 [IBM_95] .
This standard is based of five security requirements, namely identification and authentication, authorisation, confidentiality, integrity and non-repudiation. These five security requirements have been accepted as a baseline security standard by many organisations. This might, however, not be enough when it comes to electronic commerce using the Internet.
Following, a brief discussion on the proposed framework for electronic commerce security requirements.
Electronic commerce security requirements
With the advent of the Internet and especially electronic commerce, additional security requirements have, again, been identified. These security requirements are a combination of both conventional risks analysis and security standards with some additional requirements.
The list of electronic commerce security requirements are as follows:
Identification and authentication -The ability to uniquely identify a person or entity and to prove such This list is by no means comprehensive and can be extended to include other security requirements more specific to an industry. The following figure shows the origin of the security requirements and how they fit together to form the electronic commerce security requirements:
Figure 2 -Security requirements for electronic commerce environment
Using these eight security requirements as the basis for the proposed electronic commerce security framework, the following section explains where these security requirements fit into a typical electronic commerce environment.
Electronic commerce environment
This paper simplifies the electronic transaction process that forms the centre of electronic commerce so as to illustrate the proposed security requirements framework. Following is a diagram illustrating an electronic commerce environment where a client wants to buy a product from a merchant [MACG96] : 
Sphere 1 -Client
The client can be any user on the Internet. It is therefore difficult, if not impossible, to determine or assume that a client has any security mechanisms in place. The only assumption that can be made is that the majority of users use browsers that can support digital certificates and SSL, although, this does not mean that the users know or understand how to use this built-in functionality.
The nature of electronic commerce is such that the majority of Internet users should be viewed as potential clients and should therefore not be prevented or hindered in any way from partaking in an electronic transaction. The main benefit from electronic commerce is the ability to trade in a global market place. 
Sphere 2 -Internet
The Internet is viewed as a network of networks without any single entity taking responsibility for any security on it or accountability for any losses suffered. It is seen as the infrastructure that facilitates global communication and, therefore, electronic commerce. The Internet, from its humble beginnings, is not there to protect any of the participants, but rather, to enable or facilitate the connection between different participants.
It is common knowledge that IPv4, which is the current Internet protocol, does not have any security functionality. For this reason, the security of a message can not just be assumed.
Sphere 3 -Bank
For the sake of simplicity, this framework assumes inter-banking transactions to be the norm, i.e. different banks do business with one another. This sphere regards the inter-network of banks as a unit, rather that each bank as a separate entity. The banking sphere includes other financial organisations such as credit card and digital cash or e-cash companies.
The purpose of the banking sphere is firstly, to validate and authorise transactions and secondly, to honour them. The principle involved is similar to what is used by SET.
Sphere 4 -Merchant
The merchant wants to sell products or services to the client and therefore accepts the responsibility for securing the transaction so that all participants would be prepared to partake in the transaction. The merchant must, therefore, provide assurance that an electronic transaction can be done safely and securely and that risk has been minimised to an acceptable level for all participants.
For simplicity sake, the internal business electronic commerce environment, for example knowledge management and workflow, is not included in the proposed framework although it would be possible to apply the framework to this environment.
At this point, the participants and the relationship between them have been described. The next step is to analyse and breakdown the transaction into smaller, autonomous actions that together forms a complete electronic transaction [BADE94] . A typical electronic transaction consists of the following actions as shown in figure 5 below: The merchant uses transaction information to establish trends and do budgeting and business planning (action 9). This transaction can be broken down into more detailed actions if required. For the sake of simplicity, this article refrains from doing so.
A decision table can then be used to assist in the identification of the necessary security requirements for the electronic commerce environment discussed above [PRES97] .
Following is an example of what such a decision table would look like based on the scenario described above and a brief discussion on the steps to develop such a decision Step 2 consists of listing the spheres that have been identified. Only the four spheres shown in figure 3 are used.
Step 3 consists of listing the actions that make up a transaction. The seven actions identified are used in the decision table.
Step 4 maps the actions onto the spheres identified in step 2. Not all actions will include all the spheres.
Step 5 identifies the security requirements for a specific action. This information is then used to determine how it can be implemented within the relevant sphere.
In table 1, action 1 shows that the merchant must be able to identify and authenticate a client sufficiently to be able to conduct a transaction. At the same time, the client wants privacy as to what products are being viewed. Action 3 requires the content of the message travelling across the Internet to remain confidential and unchanged. Action 6 requires the merchant to send an acknowledgement of the order and to ensure the confidentiality and integrity of this message. At the same time, the client wants assurance that the merchant can not later deny the confirmation. It can also be seen in the table that the merchant needs to record the transaction properly for audit purposes.
By looking at the security requirements of each action, it is possible to identify the security mechanisms required to secure the electronic commerce environment. For action 1, the identification and authentication security requirements could mean that users need to register before being able to purchase products (repetitive high-value transactions) or that the nature of the transaction does necessitate anything more that a user-supplier name (single low-value transaction). The client also needs to be informed of the merchants policy regarding privacy which includes what is being recorder and for what purpose.
The security requirements for action 3 might suggest that SSL be used for securing the communication session (single low-value transaction). This would not require the client to do anything as most browsers support SSL. Based on the nature of the product, for example a very expensive product, the merchant might, on the other hand, feel that the client must be in the possession of a digital certificate before engaging in any transactions (repetitive highvalue transactions).
The security requirements for action 6 could be satisfied using SSL although the acknowledgement needs to be digitally signed by the merchant as well so as to satisfy the non-repudiation security requirement on the clients' behalf (all transactions).
Conclusion
By using the above approach, it is possible to develop a security architecture that would be suitable for the merchants' electronic commerce environment. The suggested framework follows a structured approach that helps in identifying the relevant security requirements for all parties involved. By following this approach, it is more difficult to forget anything security requirements or, on the other hand, have unnecessary security requirements in place that hinders, rather that promotes, electronic transaction. A fine balance needs to be established between ease of use for the client and reduced risk for the merchant.
The framework suggested in this article is a means of analysing an electronic commerce environment to be able to develop a suitable security architecture. It is by no means a substitute for a proper risk analysis, but can be used successfully where the luxury of time for a comprehensive risk analysis is not available. It can therefore be seen as a preliminary risk analysis or as a method to check the results from a comprehensive risk analysis.
The time-to-market for electronic commerce is substantially less than in the physical business domain. A quicker way of identifying and solving information security problems are, therefore, required.
